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Abstract In the modern era, unauthorized access to health information systems (HIS) and
electronic health records (EHR) must be prevented. In the subject of health data management
(HDM), cyber-attacks are one of the important security risks. Medical information, such as
EHR is delivered over an open network. Various approaches and technologies are used to
ensure the security of medical information. One such technology is encryption, which protects
medical images. This paper proposes an efficient hybrid encryption algorithm to secure digital
imaging and communications (DICOM) in healthcare. The proposed algorithm uses artificial
intelligence and RNA encryption. In the proposed algorithm, before receiving the patient’s
DICOM image, the patient’s biometric information is evaluated using artificial intelligence,
and if the received biometric is correct, in the next steps, DICOM is encrypted using an
RNA encryption algorithm. The proposed encryption algorithm uses a patient’s biometric
information such as iris or fingerprint to create keys. According to the results of the proposed
algorithm, the maximum entropy is more than 7.9998, NPCR is about 99.899, UACI is about
33.43, key space is more than 1039, and correlation is Nonzero. This means that our algorithm
is robust against brute-force attacks.
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1 Introduction

Medical information security is one of the most important issues in HDM [I, 2] 3].
Health records such as DICOM images are highly sensitive and generated from vari-
ous imaging technologies like conventional X-rays, ultrasound imaging, Computed Ax-
ial Tomography (CT), digital mammography, Positron Emission Tomography (PET),
and Magnetic Resonance Imaging (MRI). To make an accurate diagnosis, DICOM
images need to be protected from visual degradation and misdiagnosis [4, B]. Ac-
cording to Fig. 1, encryption schemes play a key role in HDM security |1, 2, 3], 4, [5].
In this paper, we suggested a new robust hybrid cryptography algorithm based on
symmetric keys and algorithms to increase security and prevent unauthorized access
to the contents of encrypted DICOMs. Some properties of the proposed algorithm:
Using artificial intelligence at the first step of cryptography to verify the validity of
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biometric information, the next step is to use an RNA encryption algorithm and use the
patient’s biometric information to create its key, and all of the keys are interdependent
to patient’s biometric information such as fingerprint.

Using XOR to interdependent keys with the patient’s biometric information and
make the resulting keys unique after the cryptography process and using a digital sig-
nature (DSA) for verifying the authenticity of decrypted DICOMs. Using the RNA
encryption algorithm and linking the keys of the RNA encryption algorithm to the pa-
tient’s biometric information will increase the key space and resist brute-force attacks.

2 Literature review

In this section, we will review the preliminaries and related work in the field of image
encryption.

2.1 Preliminaries

In this section, the most important concepts used in the proposed algorithm are de-
scribed.

2.1.1 DICOM

DICOM is the standard for managing and communicating medical imaging information
and related data. DICOM is most commonly used to store and transmit medical images
such as X-rays, computed tomography (CT), ultrasound, radiotherapy, and magnetic
resonance imaging (MRI) [4, [7]. Fig. 2 shows an example of DICOM images and the
histogram of each of them.

2.1.2 Biometrics information

Biometrics are physical or behavioral characteristics of a human being that can be used
to digitally identify an individual and grant access to systems, devices, or data, and
biometric information such as a fingerprint can be considered unique to an individual
[20, 21, 22]. Fingerprint has emerged as a successful biometric recognition system and
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found its application in diverse domains [22]. Iris is considered a unique and powerful
biometric that can be used as an authentication factor. Protecting the confidentiality
of each individual’s iris sample is an urgent requirement [23]. Fig. 3 shows an example
of a fingerprint image and Fig. 4 shows an example of an iris image.

2.1.3 Using artificial intelligence algorithms to check the validity of bio-
metric information

It is difficult to address cyber security assessment and crime detection in biometric
information recognition. To recognize unique and discriminating aspects of biometric
data, trained artificial intelligence algorithms like Support Vector Machine (SVM) and
Adaptive Neuro-Fuzzy Inference System (ANFIS) have been presented [26]. In addi-
tion to the mentioned algorithms, in article number [27], other algorithms have been
introduced to verify the accuracy of biometric information.

Figure 2: Histogram analysis of DICOM medical images. a: Sample medical images,
b: histograms of (a) [20].

Figure 3: (a) Fingerprint Image and (b) Thinned image [22].
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2.1.4 DNA encryption algorithm

DNA sequence has become extremely useful for information security and the attributes
of DNA such as low power consumption and massive parallelism [7], have made them
attractive candidates for cryptography schemes. DNA sequence structures are made
up of four bases: Adenine (A), Thymine (T), Guanine (G), and Cytosine (C). Among
these bases, A and T are complementary to each other while G and C are complemen-
tary to each other. According to Tab. 1, 0 and 1 are complementary in the binary, so
00 and 11 are complementary, and 01 and 10 are also complementary [7, 9]. By using
four bases A, C, G, and T to encode 00, 01, 10 and 11, there are 24 kinds of coding
schemes. But there are only eight kinds of coding schemes satisfy the Watson-Crick
complement rule, which are shown in Tab. 1 |7, O, 28]. For image encryption each
pixel can be expressed as a DNA sequence whose length is 4 (its binary sequence’s
length is 8). For better understanding, we have given an example for a pixel with
grayscale 225 = 111000015. The DNA code for all existing rules in Tab. 2 is as fol-
lows: Rulel(TCAG), Rule2(TGAC), Rule3(CTGA), Rule4(GTCA), Rule5(CAGT),
Rule6(GACT), Rule7(ACTG) and Rule8 (AGCT) [7, 9 28]. According to XOR in
binary, we can use it for DNA sequences and there exist eight kinds of DNA XOR
rules. Each of the rules are defined in Tab. 3 [7], O, 28§].

2.1.5 RNA encryption algorithm

RNA has a single-stranded structure consisting of four nitrogenous bases: adenine (A),
guanine (G), uracil (U), and cytosine (C). In RNA, thymine (T) is replaced by uracil

Table 1: The Watson-Crick complementing principle [7, 9] 28]

11C(00) [ G(11) [ A(01) [ T(10) [ 5 [ A(00) [ T(11) [ C(01) [ G(10)
2 [ C(00) | G(11) | A(10) | T(01) | 6 | A(00) | T(11) | C(10) | G(01)
3 [ G(11) | C(00) | A(01) | T(10) | 7 | A(11) | T(00) | C(01) | G(10)
4 G(11) | C(00) | A(10) | T(01) | 8 | A(11) | T(00) | C(10) | G(01)

Table 2: Rules for DNA encoding and decoding

7, 9, 28]

Rules |A |T |C |G |Rules |A|T |C |G

Rulesl | 00 | 11 | 01 | 10 || Rules5 | 01 | 10 | 11 | 00
Rules2 | 00 | 11 | 10 | 01 || Rules6 | 10 | 01 | 11 | 00
Rules3 | 01 | 10 | 00 | 11 || Rules7 | 11 | 00 | 01 | 10
Rules4 | 10 | 01 | 00 | 11 || Rules8 | 11 | 00 | 10 | 01

Table 3: XOR operation in DNA [7], 9 28|
XOR
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(U), as shown in Fig. 6. RNA undergoes two stages, transcription, and translation,
before participating in protein synthesis. First, from the double-stranded DNA struc-
ture, coding DNA is used to create an RNA chain. We need to know that there are two
types of RNA, mRNA (Messenger Ribonucleic Acid) and tRNA (Transfer Ribonucleic
Acid). In this hybrid algorithm, we used mRNA type [7, [0, 28]. In Fig. 5 the structure
of RNA is shown.

Fig. 6 demonstrates the fundamental concept of transcription by showing how Uracil
replaces thymine in DNA to create mRNA.

2.1.6 DSA

DSA is an asymmetric key and it creates a digital signature [31]. Digital signatures do
not directly affect plain text. A digital signature is a signature that is a mathematical
method that is used to validate the accuracy and rectitude of a message such as security
plain text or DICOM. It provides stronger data security for DICOM and another
medical reports. We can use it to prove sender and receiver authentication. In DSA
we must use a hash algorithm such as MD5 (Message digest algorithm) or SHA 256
(Secure hash algorithm 256). A hash function can be used by the sender to generate
a message digest using private and public keys with encryption and decryption sign it
digitally with the user’s signature and send it to a receiver. The receiver has to use
the sender’s public key to decrypt the signature and the signature is valid when hash
values are equal [31] 32]. DSA algorithm is displayed in Fig. 7.

2.2 Related work

In the field of encryption of medical images, many research works have been presented,
especially in recent years, and various algorithms have been introduced. In reference
[6], a comprehensive classification of medical image encryption algorithms is presented,
which is shown in Fig. 8.

Dagadu, J.C., J.-P. Li, and E.O. Aboagye. [7], proposed a medical image encryption
scheme based on the combination of multiple chaotic systems, MD5 hash functions,
DNA, and algebraic XOR operations. This way, a simple image becomes partially
dependent on the key sequence.

Chai, Xiuli, et al. [5], proposed a medical image encryption scheme that combines
Latin square method and chaotic system. The main techniques used in this study are
two-way adaptive diffusion and permutation-based simple images and Latin squares.

Praveenkumar, P.; et al. [§], proposed a medical image encryption scheme based on
DNA and chaos-based encryption system. In this study, combining Chaos maps and
DNA improved the algorithm’s robustness to statistical analysis.

Akkasaligar, Prema T. and Sumangala Biradar. [9], They proposed a medical
image encryption scheme based on DNA cryptography and dual super-chaotic mapping
techniques. In this paper, a permutation of the diffusion process is performed on a small
number of selected pixels in a digitized medical image.

Fu et al. [I0], Performed pixel shifting and spreading of DICOM images using
Chen’s 3D chaotic mapping to provide better protection against known chosen plaintext
attacks.

Chandrasekaran et al. [4], proposed a DICOM encryption method that combines
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number theory and Henon mapping. In this scheme, key matrices are shuffled, chaos
is controlled by Henon mapping, and the system is resistant to attacks.

Seyedzadeh et al. [I1I], proposed a color image encoding high sensitivity, high
security, and high-speed technique based on two-dimensional nonlinear chaos mapping.
In medical images, multidimensional chaotic cryptography algorithms involving three
or four variables are often used to transform image pixels. This increases security at
the cost of increasing algorithmic complexity and computational cost.

Dai et al. [12], proposed an algorithm of cryptography medical graphics built on
a combination of logistics maps and chebyshev maps. By configuring the logistic map
appropriately, this algorithm first encodes the original image using the logistic map and
then encodes it again using the chebyshev map. Both the key space and transmission
security of this technology are excellent.

In [13] Proposed an image encryption method based on the combination of three
one-dimensional chaotic maps. This method is more secure and less computationally
expensive than more regular chaotic maps.

Ravichandran et al. [14], In this study logistics, tents and signs a new cryptography
algorithm based on chaotic mapping is proposed to improve the security of real-time
medical imaging applications. Chaos mapping is shown to improve the security of
real-time medical imaging applications.

Boussif et al. [I5], proposed an image encryption algorithm based on a matrix
product and a separate add-on, which realizes the secure transmission of smartphone-
encoded medical images. The operation of the cryptography technology is simple and
the above system is very secure.

Wen et al. [I6], applied DNA sequencing, and the chaotic system was used to
encode sub-images. Chaos-based encryption method is ideal for encrypting medical
images on mobile devices because it is considered secure and fast due to the limited
processing power of smart devices.

Muthu, Joan S and Murali, P [I7], proposed a DICOM encoding algorithm. To
achieve high efficiency, the proposed system is designed to operate at the bit plane
level. To create an effective encryption system, the number of bit planes is based on
the characteristics of the stored bits, rather than the traditional method of assigning
bits to each pixel.

Mortajez, S. et al. [I8], proposed a DICOM encryption method. In this article, a
chaotic system-based encryption method using a dynamic secret key was developed to
encrypt medical images.

Ravichandran, D. et al. [19], proposed a DICOM cryptography algorithm. In order
to protect digital medical images, this article analyzes an encryption method based on
integer wavelet transform mixed with chaos and deoxyribonucleic acid.

3 Proposed scheme

In this section, we describe the proposed algorithm for DICOM encryption and explain
its steps and details. The proposed scheme is defined based on the following.

Proposed scheme is defined based on the following.
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3.1 Encryption algorithm

The block diagram of the proposed algorithm is shown in Fig. 9 and pseudo-code
in Fig. 10. To increase security and prevent unauthorized access to the encrypted
DICOM, our proposed hybrid algorithm uses patient’s biometric information to makes
the keys unique for each of the patients and create a digital signature using biometrics
information.

The proposed scheme is determined based on the following steps:
1. Getting valid patient’s biometric information using artificial intelligence algorithms.
2. Encrypting the hash results of the valid patient’s biometric information using the
private key and then creating a digital signature.
3. In this step, RNA keys are converted to the hash result, and then a digital signature
from step 2 is converted to the hash result, and then hash results will be XOR to
each other to make keys for RNA encryption algorithm and, after that DICOM will be
encrypted using RNA encryption algorithm.

3.2 Decryption algorithm

Based on the digital signature structure, the User can find the hash result of the
patient’s biometric information by using a public key and then the reverse operation of
the encryption process in step 3 decrypts the cipher image to its exact original form.

4 Experimentation results and security analysis

In this section, based on the most important encryption parameters, the proposed
algorithm is evaluated in different DICOM images. In this evaluation, issues such as
key space have also been evaluated.

4.1 Introducing the most important parameters in image en-
cryption algorithms

The parameters defined in this section are the most important in image encryption
algorithms. Parameters are calculated based on their mathematical formulas.

4.1.1 MSE and PSNR

The mean-square error (MSE) and the peak signal-to-noise ratio (PSNR) are employed
to assess the picture compression quality. MSE represents the cumulative squared error
between the encrypted image and the main image. In other words, MSE calculates
approximately the average of squared errors between the original medical image in
digital format I, and the ciphered medical digitalized image I.. MSE is defined in
Eq. (1), whereas peak error is measured by PSNR or in other words, It is used to
determine whether the transmission of noise alters how valuable the digitalized medical
image is Eq. (2) defines the PSNR [9].

MSE = &S [Ly(m,n) — L(m, )P 1)
PSNR = 101§g10(L—1)2/MSE. (2)

Here, L is the total number of intensity levels that can exist in a picture with a minimum
intensity level of 0.
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Figure 10: Pseudo-code for encryption algorithm.
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4.1.2 NPCR and UACI

NPCR stands for the change rate of how many pixels in the cipher image change when
just one pixel in the plain image changes. The average intensity of differences between
the plain picture and the ciphered image is measured by the unified average changing

intensity (UACI). NPCR and UACI are defined in Eq. (3) and Eq. (4) [9, 33]:
NPCR = (WHZDZJ>-1OO% (3)

UACI = (WH 2552\01 i, ) 02(7;,3‘)])-100%. (4)

Here D(i, j) is defined in Eq. (5):
O aof Ci(i,5) = Cs(i, )

PeH={1 1 G 2 i )
4.1.3 Entropy
The quality of the encryption algorithm is measured by entropy value. The probability
distribution of the image’s gray levels is measured by the entropy. A uniform distri-
bution of gray levels is indicated by a greater score for entropy. The distribution of
the gray levels is uniform. This indicates that the simple medical image’s pixels are
scrambled so that intruders are unable to guess a small portion of it. Hence, Better
confusion features are indicated by a higher entropy score. In other words, entropy is
the average amount of information from the data [0, [33]. It is an important feature of
randomness. Entropy is defined in Eq. (6):

255

H(U) = p(u;)logy p(u;) (6)

=0

According to Eq. (6), p(u;) shows the eventuality of distribution of gray level of the
encrypted digitized image.

4.1.4 Histogram

The graphical distribution of pixels is what makes up a histogram analysis. The sample
DICOM or plain image is distributed in Fig. 11a, and the pixels are distributed unevenly
in the original DICOM or plain image as shown in Fig. 11b. In the cipher image as in
Fig. 11c, the pixels are distributed uniformly as shown in Fig. 11d.

4.1.5 Horizontal, vertical, and diagonal correlation
4.1.6 Key space analysis

For an effective encryption algorithm, the key space must be large enough to withstand
brute-force attacks. It is generally accepted that a key space of size smaller than (2'%%)
is not secure enough [30] [38].

4.2 Simulations and security analysis

According to the proposed scheme, for the simulations discussed in this section, DI-
COMs are randomly chosen for the tests. Some popular security analyses such as
histogram, entropy, NPCR, UACI, MSE, and PSNR are also used to evaluate the
security of the proposed algorithm, and this analysis is shown in Tab. 4.
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Figure 11: a: sample DICOM or plain image [39, 40|, b: histogram of the plain image,
c: cipher image, d: histogram of the cipher image.

Table 4: Entropy, Elapsed time, MSE, PSNR, UACI, and NPCR of encrypted DICOMs

DICOM | Encrypted | Elapsed time Entropy MSE PSNR UACI NPCR)

samples images (S) (bits,/pixel) (%) (%)
D1 ED1 63.903 7.998326374 | 116.41 | 27.5050786 0.33 0.995412
D2 ED2 57.117 7.997775945 57 30.6058256 | 0.329236 | 0.993411
D3 ED3 57.045 7.998042883 | 112.49 | 27.6537821 | 0.32784 | 0.995769

4.2.1 Experimental setting

We experiment our proposed scheme on a personal computer with an Intel Core i7,
2.1GHz CPU, 8GB memory, Windows 10 and MATLAB 2016b. We use several
grayscale DICOM images (of bit depth 8) of different imaging modalities and sizes
in the experiment. Images with dimensions (256 x 256) and (512 x 512) are presented.

4.2.2 Data availability statement

For DICOM we have used [39, [40] and the biometric data that support the findings of
this study are available in references [41], 42]. The differential and statistical analysis
of the proposed algorithm are available within the study.

4.2.3 Sensitivity of the Plain Image

In this section, some security analyses such as Entropy, NPCR, UACI, MSE, PSNR,
and Elapsed time are analyzed for each of the plan images. For evaluation, sample
DICOM images and their encryption are shown in Figs. 12 and 13.

Sample DICOMs [39, 40].

Figure 12:
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ED1 ED2 ED3

Figure 13: Encrypted DICOMs.

4.2.4 Histogram analysis

The ideally encrypted image should have a flat histogram [43] and based on histogram
characteristics, this section presents the quantitative analysis of the deviation in his-
togram between the plain image and the encrypted image. The histogram evaluation
of encrypted images is shown in Fig. 14.

4.2.5 Correlation analysis

For a plain image, a high correlation normally exists among most pairs of adjacent
pixels because of pixel conjunction, and a strong encryption algorithm will lead to a
decrease in the correlation coefficients [34} 35, [43]. This section presents a quantitative
analysis of the correlation between plain and encrypted images. Correlation analysis
of encrypted images is shown in Fig. 15.
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Figure 14: Histogram of D1, Histogram of Figure 15: Correlation analysis of D1 and
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4.2.6 Key sensitivity analysis

For an effective cryptography scheme and to resist brute-force attacks, key space should
not be smaller than (2'%®) [36], 138]. The block diagram of the proposed scheme shows
that, key space of each of the cryptography algorithms (RNA and RSA) is more than
2128 which means that the proposed algorithm is secure from brute force attacks.

4.3 Comparative analysis of proposed algorithm

The proposed encryption algorithm is compared with some algorithms discussed in the
literature survey and their methods. The comparative analysis is shown in Tab. 5.
According to Table 5, using artificial intelligence algorithms and patient’s biometric
information to make the key of the RNA encryption algorithm has increased the security
and key space of our proposed algorithm.

4.4 Performance analysis of proposed algorithm

Based on some parameters including entropy, NPCR, UACI, and histogram, the perfor-
mance analysis of the proposed algorithm is shown in Tab. 6. Improving the parameters
shown in Table 6, as well as using the artificial intelligence algorithms and patient’s
biometric information to generate keys makes the proposed algorithm resistant to brute
force attacks.

5 Conclusion and future work

HISs need to design and implement privacy and security as key considerations [3] 45|
40, 47, 48]. In this manuscript, we have proposed a novel medical image encryption al-
gorithm based on a hybrid model of RNA computing, artificial intelligence, and Digital
Signature. In the proposed algorithm we use digital signature and patient’s biometric
information to increase security from cyber-attacks and identity confirmation. Accord-
ing to the proposed algorithm, each of the keys is interdependent together and patient’s
biometric information. The proposed DICOM encryption algorithm has a high sensi-
tivity to the plain image. Simulation results and performance analyses show that the
proposed encryption algorithm has a high security level and robustness which means
that our algorithm is robust against brute force attacks. In the future, we will decide
to design the encryption algorithm in such a way that it has more key space, as well
as more security in the cloud space and in HDM.
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Table 5: Comparison of algorithms
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Table 6: Comparison results of algorithms and Comparative analysis

Histogram | NPCR | UACI Entropy Plain image Reference
(%) (%) | (bits/pixel)
99.80 | 33.49 7.9953 [43]
99.61 | 36.26 7.9971 Proposed algorithm
99.61 | 33.41 7.9971 [44]
99.61 | 35.22 7.9980 Proposed algorithm
99.60 | 33.69 7.9969 [7]
99.42 | 35.48 7.9976 Proposed algorithm
99.8 33.29 7.89 [9]
99.57 | 29.38 7.9970 Proposed algorithm
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